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New Mexico Department of Justice:
Comprehensive Guide to Discord Privacy Settings

Discord was initially designed as a communication platform for gamers. It
has evolved into an essential tool for over 250 million active users, enabling
video calls and text messages. Despite its widespread popularity, the
platform has been embroiled numerous video calls and text messages -
including issues related to child grooming.

Protecting your child’s privacy and safety on Discord is an important step
to ensure they are safeguarded from potential cybercriminals and to ensure
that they have a safe and positive experience on the popular app. This
guide will provide steps to properly configure your child’s privacy settings
on TikTok. It’s encouraged to set these settings to be as private as possible
and to do so with your child present to allow for open communication and
questions.

Disclaimer: For Educational and Informational Purposes Only. All content
included in the NMDOJ Comprehensive Privacy Settings Guide Series has

been created with due diligence. However, the information provided is for
educational and informational purposes only and is made available to you
as assistive resource tools for your own use.

Discord requires users to be at least 13 years old.
Version: 221.0
Edition: 2024
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Discord Privacy Settings

This guide will provide steps to properly configure your child’s privacy
settings on Discord. It’s encouraged to set these settings to be as private as
possible and to do so with your child present to allow for open
communication and questions.

1. Open Discord and login to your child’s account.

2. Once you're successfully logged in, select the “profile” icon at the
bottom right of the screen.

3. Select the ‘gear’ icon in the upper right-hand corner of the screen
once you are on your child’s profile page.

al 5G .

@ Add Status # Edit Profile

Discord Member Since
Ready for a next-level group

chat?

Build your community with
organized conversations,
spontaneous hangouts, and
powerful customization features!

Join a Server

Create Your Server

Your Friends >

Servers Messages Notifications
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. Once this menu is opened on the screen, scroll down until you find
‘Privacy and Safety’. Select this option.
. First, you'll see ‘Sensitive Media" above a set of two options. These
options are:

a. ‘Direct messages from friends’, and

b. ‘Direct messages from others’,

i. The two options are either ‘Block’ for ‘Blur’ and will save
automatically once a selection is chosen.

al 5G¢ @) ‘ ul 5G¢ @B
& Settings & Privacy & Safety
Q Search Preferences Standing
Account Settings Sensitive Media 9
‘P Get Nitro > Direct messages from friends Block
e Account > Direct messages from others Block
N Choose what you see when uploaded or linkedghedia may contair
e PrwaCy & Safety > sensitive content. Learn more about sensiti edia.
. . DM Spam Filter

an Family Center >
Filter all direct messages o
All direct messages will be filtered for spam.’

f Authorized Apps >
Filter direct messages from non-friends
Direct messages from non-friends will be filtered for O

_ri Devices > spam.
Do not filter direct messages O

. Connections > Direct messages will not be filtered for spam

Automatically send direct messages that may contain spam into a
Ll Clips > separate spam inbox. Learn more about this setting here.

Server Privacy Defaults

\a Friend Requests > .
Allow direct messages from server
members

Ra S

can QR Code >
©o Q This setting is ou join a new server. It does not apply
etroactivel r
Billing Settings e ——— Activity Statys ~ ———
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6. Beneath the ‘Sensitive Media’ section is the is the DM Spam Filter

with similar options:
a. ‘Filter all direct messages’,
b. ‘Filter direct messages from non-friends', or
c. ‘Do not filter direct messages.’

i. To ensure your child is protected, we suggest the first
option, ‘Filter all direct messages.” This will make sure
that everything that is sent to your child is reviewed and
protected. Any selection you make will be saved
automatically.

7. Below this section is ‘Server Privacy Defaults’ which allows Direct
Messages from server members. By turning this off or on, a pop-up
will ask if the change should be applied to other servers your child is
apart of, as well.

8. Scroll to Activity Status. You can choose to turn this off or leave it on.
Depending on your child’s use of the social app, this may be a good
time to revisit the importance of online privacy.

9. Next, you'll see ‘Message Requests’ - turn this off to disable message
requests from server members your child may not know personally.

10.Continue down the rest of the Privacy & Safety page, unselect the
boxes you do not want to prevent users from adding your child as a
friend, based on mutual servers, friends or ‘everyone’.

11.Go back to ‘Settings” and click on ‘Account.” Ensure that any personal
information has been removed and is not displayed.
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12.Scroll down to Multi-Factor Authentication to set up Two-Factor
Authentication for an added level of privacy.

13.Go back to ‘Settings” and click on ‘Friend Requests’ and deselect all
three. This can help stop anyone who may target your child through
their friend’s list or servers on Discord.
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& Privacy & Safety “— Settings
Preferences Standing Q Search
Sensitive Media Account Settings
Direct messages from friends Block ‘D Get Nitro >
Direct messages from others Block e Account >
j vhen uploaded or linked media may contair 5
arn more about sensitive media 0 Privacy & Safety ?
DM Spam Filter o "
& Family Center >
Filter all direct messages o
All direct messages will be filtered for spam.
d‘ Authorized Apps >
Filter direct messages from non-friends
Direct messages from non-friends will be filtered for O
spam By Devices >
Do not filter direct messages O
Direct messages will not be filtered for spam 4 Connections >
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Server Privacy Defaults
\‘u Friend Requests >
Allow direct messages ver
members
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= | ©a Scan QR Code >
Activity Status — —— Billing Settings
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We strongly suggest setting up and monitoring a Family Center for social
apps with your child/children. Having a healthy conversation about the
internet and the risks that come with it can help keep them and their

friends safe from very real dangers.

ol 5G¢ @m

i~ Family Center

Activity My Family

Keep your parents informed, while
maintaining your privacy.

Connected family members will not see your
message contents, and you can always see what
they can see by coming to this Family Center
dashboard. Learn more

&3 Connect with Parent

Why Family Center?

’ Messages stay private
v

Message contents are never shared with your parents

©® Transparent sharing

You and your parents see the exact same information.

ma Easily connect
Setup is as simple as having your parent scan a QR code.

WHAT ARE CONNECTED PARENTS ABLE TO SEE?

« Recent|y-metheefrimmy—

Notes:

ol 5G¢ @m)

& Family Center

Activity My Family

Easily connect with your parents!

Connecting with your parent will give them limited
visibility to information about your account. You will
see the exact same information they do on the Activity
tab! Learn more

CONNECTED PARENTS — 0 OF 3
r 4

No family members connected yet.

Need extra support?
Text DISCORD to 741741 to speak to a trained volunteer crisis

counselor at Crisis Te ykiiuiidilialaddddalgasn more about our

Servers: Servers are communities or friend groups on Discord. These groups are
typically smaller or invitation-only but can grow if they are public. Any user can start a
server, or group, for free and invite their friends to join it.
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